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Research line
Psychology and technology

www.digitalmentalhealth.be

« Applied, practice-oriented research
« Field of psychology and technology
« Interaction between both domains

Linked to the department of Applied
Psychology

« Course Digital Psychology
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Activities

Projects relating to

AR for specific phobia

Immersive mental health
& VR relaxation

VR for therapy

Adoption & implementation of DMH
Immersive Care

Wearables

AR exposure

Testing prerequisites for AR exposure

Smartphone (PHOBOS AR) and HoloLens
2 headset (custom application available at
GitHub)

Behavioral approach tasks & preferences

D Wite, N A 3. Buelens, ¥ Debard, . Borvoy. 8., Standaert, W, Tamogol, ., & Van Dae, T.(2022)
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https://doi.org/10.3389/frvir.2022.1066996
https://doi.org/10.3389/frvir.2020.00008

Immersive

mental health

\ B :

3 environments
= Beach
= Mountains
= Snow + northern lights

3 types of relaxation
= Mindfulness
= Progressive muscle relaxation
= Presence in VR nature

Personalization audio guidance
= Male or female voice

15 min

10

Smartphone VR relaxation

3 environments
= Beach
= Mountains
= Snow + northern lights

« 3types of relaxation
= Mindfulness
= Progressive muscle relaxation J

= Presence in VR nature

« Personalization audio guidance
= Male or female voice

+ 15 min
A AEROPLANE
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Immersive
Mental Health
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Immersive
f ° 3 ° 3
Mental Health ﬁ" (
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Immersive

Mental Health

&y || &
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Colaboraton with

VR for Therapy

+ Photogrammetry to recreate specific
trauma sites for trauma treatment

« Literature and app overviews of VR &
360°video for mental health treatment

Best, P KupelHol, ., ERot, & Culty. M. D'y, ., & Van Dadle, T, (n press). Low Cost Vil Really 1o
e I Biposis i DTS Beammen, A e epon S A Sorminy e heaiheare
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10 S, 2020 865735
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VR Photoscan



https://doi.org/10.1007/s41347-021-00214-6
https://doi.org/10.1007/s41347-021-00221-7
https://doi.org/10.3389/frvir.2020.563739

R Photoscan

E&R Photoscan
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VR Photoscan
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Recommendations for policy and
practice of digital mental health
Research on uptake, adoption, and
implementation of specific tools

fpa

Adoption &

implementation
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MCRE &

Recommendations
for policy and practice
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COVID-19 as accelerator
for digital mental health

Guidelines on how to provide )
high-quality psychological care to patients

Target groups

« psychotherapists & counselors
- health services and regulatory agencies
- developers

Acknowledge and involve clients

in development and implementation process
Van Daele et al. (2020)

24



http://dx.doi.org/10.1037/int0000218
https://doi.org/10.1016/j.invent.2021.100405
https://doi.org/10.3389/fdgth.2022.978749

Psychotherapists

Acknowledge relctance
Eanrt caution with valnersble clents.
Manitor progress and tallor treatment
Assure persons! guidance for selt-help,
Avold excessiva burden
Seek sufficent continuous educstion.
Opt for pear intervision & suparvision
Have protocols avaitable for crises.

Be aware of applicable regulations.

25

ﬁ';i:RE oF ket

recommendations for
psychotherapists

to provide high quality e-mental health to clients

Health services and
regulatory agencies

Evaluate routine care effectiveness.
Create (interjnations) guideines,
Clarfy wha is to bee hed responsible
Make intervention switching easy.
Provide reimbursement.

Sot quality criteria for professionals
Provide sdequate working conditions.

Assiure continuity of ¥ systems.

Acknowledge reluctance

Acknowledge a strong reluctance
towards digital mental health.

Potential causes
- Digital divide

« ICT facilities, training, or social

context (e.g., age or

geographical location)

« Personal preference
+ Specific target groups

Initial reluctance can turn around

Developers

Develop multidisciplinary.
Tailor to the target population
Comaly with legal regulations

Maintain ethicsl standards.
Involve end uters.
Consider an evidence-based approach,
Provide robust evaluation evidence.

Account for adoption inaqualities.




Acknowledge reluctance

Potential solutions

+ Providing information
(e.g. digital mental health video)

« Digital mental health
as complementary

* Tailoring & personalization
« Exploring non-technological alternatives

28

Exert caution with
children & adolescents
Exert additional caution in

children or other vulnerable client

groups like older adults or people
with intellectual disabilities.

Children & youth

+ More need for therapist supervision
« Interactive virtual therapeutic space
« Approval of parents/guardians

29

Example - Calm Harm

About Calm Harm

30
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Monitor progress

Monitor the progress of
clients carefully and tailor treatment.

Self-report: Patient-reported
outcome measures (PROMs)

+ Standardized, validated questionnaires
completed by clients to measure their
health and well-being

Monitor progress

Monitor the progress of
clients carefully and tailor treatment.

How to monitor
* Wearables

« Ecological momentary assessment (EMA)

Example - mPath

33

m-path.io




Include personal guidance

Self-administered digital mental health
interventions should include
personal guidance.

Associated with greater effectiveness

For example, weekly contacts via
forum, email, or phone calls

Content & duration can vary depending on needs
e.g. clarifying things, feedback

34

Include personal guidance

Figure 3. Pescmtags of puticpases o egped challeagescve 10 weeks. 5. tndord— sutomstd i, S35 o s o e 53 5.
SVCS. samdaed i udeccondmencizg spert

Online is challenging, even with support

Renfrew et al. (2020)
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Include personal guidance
But what if no help is available?

We drop out en masse & that's OK.

Apps are not the only solution.

Especially ‘doers’ seem to benefit.

36




Include personal guidance
But what if no help is available?
Dare to experiment.

Anchor your use:
fixed moments, friends...

Make it a game,
but keep focussing on your goal

37

Include personal guidance

Ll "Sans ces conversations avec le chatbot

38

Do not overburden yourself
or your patients

Digital mental health should not
overburden therapists and their clients.

Digital mental health is not an easy
low-effort alternative to traditional care.

Asynchronous communication

- Not immediate, but scattered over a
longer period of time via email, internet,
or automated messaging systems

Boundaries and availability should
be discussed beforehand

39

Meet the Al.




Seek continuous education

Goal: guarantee highest possible
client safety, desired quality of care,
and sufficient evidence-base

Relates to technology, but also to
theory, knowledge, and skills

necessary for delivering adequate
care that properly fits clients’ needs

40

Seek continuous education

7893 participants - 6498 psychologists - 73 countries

41

Seek continuous education

Before outbreak
38% experience with online consultations

During outbreak
77% telephone & 84%
online consultations

42
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Seek continuous education

Those not making use of online
consultations (N=1281) quoted

lack of effectiveness (35%)
absence of client interest (22%)
lack of appropriate hard- or software (21%)

Seek continuous education

Those using online consultations
(N =6612) argued

necessity from a public health
perspective (73%)

availablity for who
could otherwise not attend (63%)

Seek continuous education

Differences concerning uptake
between MHC professionals
More years of professional experience

Older

No difference in gender.




Seek continuous education

MHC professionals’ characteristics
& overall experience and telepresence

Previous experience slightly
increases telepresence,

and results in a more positive overall experience.

Also, overall experience is positive.
M = 3.95 on a scale ranging from 1 ‘highly negative' to 5 ‘highly positive’,
with 6% reporting a ‘highly negative', or ‘somewhat negative’ experience

Seek continuous education

Common concerns

9% prior training, half less than 4 hours

Seek continuous education

APA & APA
« APA Telepsychology 101
+ App Evaluation Model

Massive Open Online Courses (MOOCSs)
e.g. edX, Coursera

Journals
« JMIR, Internet interventions (and ISRI/ESRII)...



https://www.apa.org/practice/guidelines/telepsychology
https://www.psychiatry.org/psychiatrists/practice/mental-health-apps/the-app-evaluation-model

Opt for peer intervision
& supervision

In close collaboration with other
(mental) healthcare professionals

Protocols for crises

Protocols for handling crises,
before during, and after treatment,
should be pre-planned

and readily available.

Continuous assessment for active
suicidal thoughts, at-risk behaviors
(e.g., drug use)

Protocols for crises

Especially relevant
for autonomous interventions

Refer to (or alert) relevant
‘conventional’ local services

51




Follow applicable regulations

Follow applicable regulations
regarding digital practice
across borders.

Possibility to provide care o
in different countries. [~ \

) _— ! 1)
National legislations are sometimes complex, Lo\ )
lagging behind or restrictive

52
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recommendations for
health services &
regulatory agencies
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Evaluate in routine care

The efficacy and the effectiveness
under routine care conditions needs
to be evaluated.

Need to learn more about /
Adoption of digital mental health //
Effectiveness & potential harm g




Evaluate in routine care

Adoption - general population

55

Evaluate in routine care

Adoption - clinical population
0

I
I
|\

g i
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Evaluate in routine care

Adoption —clinical population

Buelens et al. (2023)

57




Evaluate in routine care

Effectiveness - DMH

internet-delivered = conventional CBT
- for social anxiety disorder,
panic disorder, depressive
symptoms, body dissatisfaction,
insomnia, tinnitus, male sexual
dysfunction, spider phobia,
snake phobia, and fiboromyalgia

Tested in highly controlled RCTs

Some replications in routine care

58

Evaluate in routine care

Effectiveness - Blended

Variability in concepts & aims
« web-based programs with modules combining
techniques, sometimes with email support.

Effects
- Documented effects in depression & anxiety

Lower drop-out and/or higher abstinence
in substance abuse

« Time & cost-effective (when implemented well)

« Saves 50% to 86 % of clinician time
without reducing therapeutic outcome

59

Evaluate in routine care

The efficacy and the
effectiveness under routine
care conditions needs

to be evaluated.

Need to learn more about
Adoption of digital mental health
Effectiveness & potential harm
How it works
Cost-effectiveness

60

Erbe et al. (2017)




Guidelines & standards

Need for (inter)national guidelines
and reporting standards for
digital mental health.

Difficult to evaluate digital mental
health interventions and provide
this information to users.

61

Guidelines & standards

Hands-on: finding your own way

62

Guidelines & standards

Hands-on: finding your own way

63




Guidelines & standards

Hands-on: finding your own way

- However, i
¥ou cannot find answers to many of these QuEStions, or again there i o prvacy
policy, that is & good indication that you may want 1o avoid this app. The

64

Guidelines & standards

Hands-on: finding your own way

vStep3

65

Guidelines & standards

Hands-on: finding your own way

66
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Guidelines & standards

App information & evaluation

General evaluation vs.
personal assessment of fit

Future perspective:
self-certification program
interaction developer - user

Self - Certification

 —
O w—
O =
App Development
H Clinician and Patient Use
2 i

Education, Feedback,
and Criteria Revision

A_

Guidelines & standards

App information & evaluation

Characteristics of interventions
to be reported

background and credibility of content creators
. detailed overview of specific intervention features
. adherence to data protection and privacy regulation
. current evidence-base for efficacy & effectiveness
costs
. conditions for use (e.g., level of support required)




Guidelines & standards

App information & evaluation

Websites that offer app overviews

+ The division of digital psychiatry at BIDMC
« https://apps.digitalpsych.ora/
NHS health & wellbeing apps library \
+ https://www.nhs.uk/apps-library/ L)

 Apps with CE/FDA approval: ) 4 /
« https://apps.healthskouts.com/ //

« Appstore for mental health in Flanders:

» www.onlinehulp-apps.be ‘/
ORCHA (but requires membership) j

o
online help apps
Featured: Volunteers Matter!
Alsoin welfare work.
° ° °

online help apps

72



https://apps.digitalpsych.org/
https://www.nhs.uk/apps-library/
https://apps.healthskouts.com/
http://www.onlinehulp-apps.be/

73

* Privacy Not Included
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Guidelines & standards

App information & evaluation

Websites that digs through privacy policies
» Mozilla Foundation’s *Privacy Not Included
« also specifically for mental health apps
https://foundation.mozilla.org/en/
privacynotincluded/categories/
mental-health-apps/

Headspace

Headspace. Inc

v @ | Mo LI —

Headspace says their mission is to improve the health and happiness of the world

Wi-Fi

Founded by a former monk who also seems to have a love for the dircus, Headspace offers
guided meditation and mindfulness tips as well music frem John Legend to help you fall

asleep. This popular app -- the com)

v claims over 70 million members in 130 countries

around the world -- says it wants to be 'your mind's best friend,” which sure does sound
nice. Seems your mind's best friend also might like to collect and share your data with
places like Facebook and Google though so maybe hold off on that BFF label for now.

A\ What could happen if something goes wrong?

Believe us when we say this: Nissan's privacy policy is probably the mast mind boggling
ereepy. scary, sad, messed up privacy policy we have ever read. And we here at *Privacy
Mot Included read a LOT of privacy policies. Please people. if you care even a little about
privacy. please stay as far away from Nissan's cars, apps, and connected services as you
possibly can.

Here's why: They come night out and say they can collect and share your sexual activity,

health diagnesis data, and genetic and ather [ informati
1 thei

for targeted marketing purposes. We absolutely aren't making that up, It 5ys se
Missan USA privacy notice. And that's nat all! They also say they can share and even sell
awn from any Persenal Data colleeted to create a profile about a cansumer
reflecting the consumers preferences, characteristics, psychological trends,

B behavior, attitude: abilities, and aptitudes” to others for
targeted marketing purposes. Yes. Nissan says they can infer things like how smart you
are, if you have a predisposition ta drink, f you are acting depressed. and if you are any
good at chess

“Inference



https://foundation.mozilla.org/en/
https://foundation.mozilla.org/en/privacynotincluded/categories/mental-health-apps/
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Who to hold responsible

Clients should know which
psychotherapist and/or organization
can be held responsible.

Psychotherapists should

« Letclients know who is
behind the screen

« Share their credentials, licensure,
theoretical and therapeutic approach
and experiences

Who to hold responsible

Clients should know which
psychotherapist and/or
organization can be held responsible.

Systems should

«  Use content from theory-driven,
evidence-based psychotherapeutic
approaches

« Use Persuasive theory: human
communication that is designed
to influence others by modifying
their beliefs, values, or attitudes

Who to hold responsible

Persuasive Theory

How to promote a sense of system
credibility in clients

Trustworthiness
providing truthful, fair, and unbiased information

Expertise
demonstrating knowledge, experience, and competence

«  Surface credibility
sense of credibility upon first inspection
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Who to hold responsible

Persuasive Theory

How to promote a sense of system
credibility in clients

Real-world feel
ability to communicate with the people behind it

Authority

materials from/evaluated by an acknowledged authority

Who to hold responsible

Persuasive Theory

How to promote a sense of system
credibility in clients

Third-party endorsements

support from reliable sources (e.g., university)
Verifiability

accuracy of content can be checked via outside
sources (e.g., peer-reviewed research articles )

Easy switching

Switching to another intervention
should be made easy for the client.

Interventions do not always work or
can be harmful, so switching
should be possible

Need for ‘interoperable systems’:
systems than can communicate
and transfer data




Digitale Gesundheitsanwendung - DIGA

Infrastructure of the Services byother | [ Personal health
suppler providers record (ePA)

1 1
A Mobile Plattform / Aggregator
DIGA =1

Future extensions which have already been sst

Optionat snerticas
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Reimbursement

Reimbursement by healthcare
systems is a prerequisite for
sustainability of digital
mental health.

Criteria should be set on existing
evidence base (e.g., guided vs. unguided)

83

Reimbursement

Belgium: validation pyramid

84
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Reimbursement

The case of Deprexis

Germany
DiGA fast track

France

Early access programme
specific for innovative
Medical Devices

Reimbursement

The case of Deprexis,
in Germany

Accepted for permanent
reimbursement under DIGA
framework

« onthe basis of mainlk/ 2 RCTs on
163 and 1013 patienfs

showing significant improvement
on the Patient Health
Questionnaire 9

compared to the control group
recelving usual care.

Reimbursement

The case of Deprexis,
in France

Not accepted for reimbursement
under early access programme for
innovative' medical devices.

- for this programme, demonstration
of clinical effectiveness
alone # sufficient

also significant improvement of
sufficient magnitude in health state

studies on Deprexis showed mild
to moderate improvement, criterion
# fulfilled

deprexis

Digital Therapy

That Works.

antly reduce

dePrex'is

Digital Therapy
That Works.

shown to significantly reduce

deprexis

Digital Therapy

That Works.




Quuality criteria for professionals

Given that specific standard trainings
are often lacking, quality criteria

for professionals should

be determined.

Need for adequate background
& sufficient continuous education
for use of e-mental health interventions.

Digital (mental) health is rarely in curricula.

Adequate conditions

Health services should assure
adequate conditions for optimal

use of digital mental health,

both for psychotherapists and clients.

Professional needs suitable location,
equipment & time

Client also needs sufficient facilities,
knowledge, & skills

Requires public funding

Continuity
Services should guarantee
continuity of IT systems for healthcare.

High-quality, interoperable
platforms & records:

improved care
client empowerment
decreased documentation burden

Updating for cybersecurity

90
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recommendations
for developers
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Multidisciplinarity

Development of digital mental

health should always be a theory-

and best-practices-driven,

multidisciplinary endeavor.

Absolutely necessary | 24

» Psychological theory & evidence

+ Technological theory & design principles
Good interface & goal-oriented approach
(e.g., gamification, narratives, avatars)

can lead to increased motivation,
self-efficacy, and even effectiveness

92

Multidisciplinarity

Deepfake therapy
Pathological mourning
'S

Perpetrator confrontation

93




Multidisciplinarity

Deeplake Therapy Sessian

94

Mo Animations rested Vet

Multidisciplinarity

Deepfake therapy

96




Tailor to target population

Digital mental health needs to be
adapted to the proposed target
population and its context.

Keep in mind: cultural factors,
comorbidities and severity of

different mental disorders.

Severe depressive symptoms
- new online intervention?

97

Tailor to target population

Severe symptoms are
often a contra-indication.

But chat can also offer help in acute distress

Suicide prevention
Lifeline crisis chat (USA)

Zelfmoordlijn (Belgium)

General mental health problems
Mental health commission (Australia)

98

Tailor to target population

Keep in mind: cultural factors,
comorbidities & severity of
different mental disorders.

Severe depressive symptoms
- new online intervention?

Reach: large accessibility of
smartphones & continuum of mental health

99



https://www.contact-usa.org/chat.html
http://www.preventiezelfdoding.be/
https://www.mhc.wa.gov.au/getting-help/live-chat-and-online-forums/

MOBILIZING
MENTAL HEALTH

Anthes et al. (2016)

100

But although psychiatrists may be in short
supply. mobile phones are not.

Anthes et al. (2016)

101

Of about 15,000 disease-specific mobile
health apps identified in a 2015 survey, nearly
one-third dealt with mental-health issues,

Anthes et al. (2016)

102




Tailor to target population

Keep in mind: cultural factors,
comorbidities & severity of
different mental disorders.

Severe depressive symptoms

- new online intervention? //’ ~

AN
Reach: large accessibility of L ) )
smartphones & continuum of mental health /

Tailoring can occur based on
theoretical, behavioral, or
demographic information

103
Lower help seeking er‘menTo\ healthin m
Mindmax app
FIT MINDS KICK GOALS -
104

Comply with legal regulations

Digital mental health needs to comply
with legal regulations and
assure a safe service.

Regulatory frameworks taking shape

Many applications not properly
regulated by the FDA
« solely claim to target symptoms
(not diagnose or treat disorders)

« estimated to have low potential for harm.

105




Comply with legal regulations

TTTTTTV T LSS
The case of Vastaamo T ‘ //-—-r‘ﬂ

| L

[
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Ethical standards

Maintaining ethical standards
should be an overarching goal.

Pay attention to
Process

« Contact details of psychotherapists

« Risks (e.g., likelihood of technical difficulties)
Confidentiality and privacy

Transparent reporting

107

Involve users

Involve end users, clients
& professionals, in the design process.

To maximize potential use,
digital mental health should be
based on needs

Surveys, focus groups, interviews
or hands-on experience
with wireframes and prototypes.

108




Involve users

Successful User Participation
Examples and Recommendations in
Digital Mental Health

https://mww.interregnorthsea.eu/super

SUPER

IN DIGITAL MENTAL HEALTH

109

Evidence-based approach

Developers should consider
an evidence-based approach.

Commercial apps often

not based on theory. //*‘
!

Currently mostly CBT-based,

but other approaches also possible ‘\ V\
e

Also persuasive theory K
W)

110

Evaluation evidence

Developers should consider
an evidence-based approach.

Randomized Controlled Trials (RCTs)

Different applications, different risks,
different evaluation needed.

8U EEN
THOROUGHLY TESTED.

111



https://www.interregnorthsea.eu/super

Evidence-standards framework (NICE)

{

Evidence tier 3a

i Evidence tier 2

112

Adoption

Evidence tier 3

Developers should, account for
factors that contribute to adoption.

Developers should

assess users’ digital literacy
aim for simplicity

aim for flexible use

1
2
3

(e.g., smartphones, tablets, computers)

=

plan for technical assistance availability

and easy video tutorials

113

Adoption

3a Minimum:
high quality
observational or
quasi-
experimental
studies

2. Minimum: + data collection on usage
& user outcome & satisfaction

3b Minimum:
High quality
intervention
study

1. Minimum: relevance, accuracy & technical, pilot

TYPICAL APPLE PRODLCT...

A BOOBLE PRODUCT...

| —

YOUR COMPANY'S APP...

RST NAME Tveg col ] [1ox
s T STATTT— Lt
2 e i B4 o
puol e Gy Jiaca
PHoNT STare | —
ioce 7P, [ =

(el ]
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STUFETHATHAPPEN:

1
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Adoption

Product design matters.

Gallto Action
. Meking relevanc oo
Completion rates A e
T o Banig Monttoring of
« Standard eLearning Ongoing Feedback t Lo e
Embedingfeedbock with S ——
platforms: 28% s, sccurae, and quesionnare that mimic
3 e wav: n ahihthe
oo perion s xpecied i
: | embad i n daly
+ unguided digital parent " ‘Adaptation to o
ini : Per
training program: 69% Clgeg ek g
et i
mosbingpropam

~ based on user’s state
na progress.

Baumel et al. (2023)
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Adoption

Developers should account for
factors that contribute to adoption.

“There are few examples of implementing

a combination of different design RN

requirements in real A N

world products” ()
N
o
(- |-
\ \‘ / /
N/

Aryanaetal. (2019)
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Telepsychology:
EFPA recommendations
for ethical practice
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Background
Growth in digital services

Solely online,

. “\efpa

EFPA guidelines to update ethics
codes to c{onsilder |mpact of European Federation of
technological innovations. e ol

118

Ethical challenges
Impoverished communication
Security considerations
Competencies & evidence

Cross-national issues

119

Recommendations & general principles

Each organization should
produce a statement.

E

Ethical dimensions are ’;
nonetheless always the same.

Different mediums and
communication settings -~ .
may pose specific challenges.

120




Specific
guidance

121

Security

Identity of the psychologist

“I could “simply” enter my
patient’s names and their
contact information on

Psychologists can make
use of internet & social media

to establish online presence. their special marketing

platform, and it would

Should be easily contact my patients with a
identified as such. request for reviews for
me.”

Any Al provision should
be made clear.

122

Security

Identity of client / users

Should normally be required.

If anonymity is preferred,
additional caution should be exerted.

123



https://marshalucasphd.com/solicitation-mad-men-and-psychologists/

Security

Protection

Best practices around data security
(e.g. MFA) & encryption.

Training in cybersecurity

Clear protocol in case
of breaches.

124

Confidentiality
Recognition of limits
Communicate clearly

on relevant legislation

and limits to confidentiality
(e.g. subpoena of records)

125

Confidentiality

Maintenance of records

Keep appropriate back-ups.

Clarity regarding (mutual)
registration and storage.

Presence of ‘third parties’.
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Appropriateness

f— e o b
Explore tech, but with caution — Py
if evidence base is limited. ® « @ (& wn D

Daspraa Tharapy Sescan

Be aware of varying affordances.

Practice within range of competences.

Avoid exaggerated claims
on success of service.
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Special characteristics
of services via the internet

Mode of delivery & turnaround time
Role of Al

Geographical location and implications
Need for training & CE

Need for suitable working environments

128

Special characteristics
of services via the internet

Psychological assessment
User support
Separating private and professional data

Exploring optimal ‘dosage’ of tech

129




Conclusion

Rapidly evolving field requiring
monitoring of practice & frequent
reviewing of ethical codes.

Online presence of
national associations.
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Data life cycle
& eHealth
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Overview

Research
data
management

Open

Science
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Data
management
plan




THOMAS

Open Science
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Open Science
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Open Science

Researcven n
devlopieg countries
an see your work

&

Tapapen et alee
for meney

-4

Camplant win grant

Pe———
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SCIENCE
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Open Science

© Data and supplementary materials have
© sufficiently rich metadata and a unique
and persistent identifier deposited in a trusted repository.

Metadata use a formal, accessible, + +  Data and collections have a clear
* shared, and broadly applicable languag:

What is FAIR DATA?

{

Metadata and data are understandable |

to humans and machines. Data is

usage licenses and provide aceurate

for knowledge representation. information on provenance.

136

THOMAS
[a)

-

Research data
management

v
Based on Noppe, Vanvelk,
& Ninotsjka (2023)
137
Research data management
Managing, storing and sharing [ Researn
data at every stage of the i\ proposal o —
research process / NN N
( Reusing | ( Collecting )
\ data / data |
Integral part of NS NS
research planning
TN 7N\
[ de‘gi \ [ Procmena |
N4 78N Y\ \V%
[ Archiving ‘
AN /
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Research data management

Data management plan Research
proposa
Ethics TN TN
\
Intellectual property rights | Rewsmg ) | Copectng w
Y,
Related infrastructure NS NS
7N TN
Giving | | Processing \
| st ) | e
— /
N__ W/ \e~_
[ M)
NS
139

Research data management

TN
Types and formats of data [ Researen )
proposal |
Naming and organising files VRN A P4
Storage and backup [ Resne S
Metadata and documentation NS
Related infrastructure o .
N\ 7N\
[ st ) [ Processing |
\ data / o \ /
N2 7N YV
[
AN /
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Research data management

- 7N
Data anonymisation [ Research |
T d formats of data )
ypes an — —
) o / AR e AN
Naming and organising files [ rReusing | [ colecting |
\ data / \ data |
Storage and backup N / \§ /

Metadata and documentation

Related infrastructure e — ~

Giving
| accessto |
\ Cdata )

N__ % \

[ Arhiving |

N4

Processing
data
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Research data management

) TN
Data selection [ Researen )
| e )
Data preservation R N PZ VN
_— \
Data repositories (o) [ oot )
)
Related infrastructure NS N
,,, N
( a%%n:gm ) ‘ Pm;;s:mg /‘
- N4
Archiving
data
142
Research data management
- /7N
Data publishing [ Researen )
| o )
Data sharing RN N NPZ VRN
- \
Related infrastructure [ Rase [ Coteans )
N N4
. / ""\\
/ DL 2N _
“ Anéhlvmg ‘
e
N4
143
Research data management
- 7N
Data citation [ Researcn |
X | proposal | o
Related infrastructure NZ Ve N
L  cotecna )
N
7N TN
NUPA 7N Y4
‘: Archiving :‘
N4
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ORCID iD

What

+ Global, unique digital identifier for
anyone doing research

Why stands for
Increases transparancy Open Researcher and Contributor ID
Helps researchers to distinghuis themselves
Reduces administration (e.g., ORCID iD-logins)
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THOMAS
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-

Data
management plan
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Why?
ADMP

« is essential for proper and efficient management of research data
 helps to meet all legal and ethical obligations
« is an important step towards Open Science

helps to increase the visibility and impact of your research
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Why?

The primary purpose remains
to support yourself.

A DMP documents intentions.

Data management practices will probably
evolve & improve throughout your research
— you can keep updating your DMP

How is your data analysis going?
Can't understand the data
Iy

.. and the data collector
does not answer my
emails or my phone calls

That is terrible and so \

'

cruel
Wha is it, wno collected the
data 7 I did... 3 years ago

N

148

How?

+ Keep it short and simple
+  Uselists

« Not everything can or needs be decided right now

Your first collaborators
are your futurs selves,
e nice 1o them |

+ If you can’t answer a DMP question just yet, show in your reply that you're
aware of potential issues and describe how you will solve them (for example, by

consulting experts at your institution).
«  Write only what you understand

«  Write for yourself

149

Parts of a DMP

O.Info  1.Datasummary 2.Documentation 3.Datastorage
- Genen |- da - .
pogct | |+ Ethca ses  Netacara  Backpaysem
 Personal daa  Safory measires

- Expected costs

4. Preservation 5. Data sharing 6. Responsibility

+ Howwilhedambe | | + Howwilhedatabe | |+ Whowil manage data
archived shared storage, preservation,

+ Expected costs + Shatng restricions | |+ Adional tesources

+ Usage censes

Flemish Standard Data Management Plan as one example.
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https://doi.org/10.5281/zenodo.4596323

0. General Project Information

Name grant holder + ORCID iD

Contributor name(s) + ORCID iD + roles

Affiliation(s)

Internal Project number and title

Funder(s) GrantID

Short project description (abstract)

Versioning of the DMP (Application, Initial, Updated, Final)
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1. Data summary
Which data are you going to collect or generate?

Create a full overview for yourself of all research data
+ Primary as well as secondary data
Consider technical aspects, formats, implications etc.

+ in eHealth, predominantly digital data,
but sometimes also physical data!

The more specific, the better.

152

1. Data summary




1. Data summary

154

feedback on guidelines or other Data Dutal EmaE sty ann
Jandem Qualfatiedataon usabieyof Cealenen pygiy  opservatona s <1008
Plotfocus Recording of focus groupswith Generate new ‘Observational: focus
aroupe sakeholders Data Dot gouprecordings P D
transcriptions o
guidelines Generate new
Observational Textual 1GB
Experimental Tabular 10GB
1. Data summar St image 1008
. g‘f“"wu'am" Audio 118
Video 1078
Other
Jandem Qualfate dataon usabiyof | CONSTRNSN pygiy  omservatona - <00ve
arous e sakeholders Data oot gouprecordings s
transcriptions group recordings
Guidelines on how to involve stakeholders. "’9"‘“‘9 " bigital Compiled data docx, pdf <100M8
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in the developmentof digital
mental health tools

1. Data summary

Which file formats are right for my data?

156

Quick overview of recommended formats for different materials

(UK Data Service)
Concise overview of the properties of various file formats

(Data Archiving and Networked Services)

Extremely in depth analysis of various file formats
(Library of Congress)



Quick overview of recommended formats for different materials
https://dans.knaw.nl/en/about/services/easy/information-about-depositing-data/before-depositing/file-formats
https://www.loc.gov/preservation/digital/formats/fdd/descriptions.shtml

1. Data summary
Optionally: how is your data created?

« The software you use
+ Methods or protocols
+ Procedures to ensure consistency and quality (e.g. standardized interviews)

157

1. Data summary

Optionally: how is your data created?

Botched Excel import may have caused
loss of 15,841 UK COVID-19 cases

ling maximum rows for a sp

Agency reportedly lost data after

Lee & Timothy (2020)
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1. Data summary

Do you aim to repurpose existing data?

« Primary data: generated over the course of your project
Secondary data: datasets from previous research,
from companies etc.
Important to mention sources

« Copyright/license: under which conditions can you repurpose data?
What about future perspectives?
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1. Data summary

Ethical issues

« Refer to an (optional, but recommended) ethical committee application

* Consider potential implications

Using personal data?

* Refere to an (optional, but recommended) ethical committee application

* Consider potential implications
*  Anonimising, pseudonimising
* Secure storage with access control
*  What to do with data at the end of your project?
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1. Data summary

Anonymization

First Name Name DOB E-mail City Score

Theodor Gravey 05/08/1994  happyt0@fotk Longguang ~ 51.27
icom

Addison Bricham 18/03/1951  abricham1@t Timoulilt 411
hetimes.co.uk

Keelia Wildsmith 14/10/1999  kwildsmith2@ Pawili 713
buzzfeed.co
m

Karrie Picken 13/06/1998  kpicken3@qu Shitan 71.64
antcast.com

Sosanna Capnor 19/08/2003  scapnor4@w Nanterre 11.86
almart.com
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1. Data summary

Anonymization — deleting non-essentials

Record Score
P1 51.27
P2 41.1
P3 713
P4 71.64
P5 11.86
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1. Data summary

Anonymization — masking

First Name
heod****

Addis**
Keeli++*
Karrix

Sosan****
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Name
Hhckavey

eekcham

e mith

sorrrcken

erpnor

DOB
05/08/1994

18/03/1951

14/10/1999

13/06/1998

19/08/2003

E-mail City
nwkreskest | ongguang
Jokooesk Timoulilt
————
pean—

otk Shitan

rrrnenoo Nanterre

1. Data summary

Anonymization — swapping

First Name
Bricham

Picken

Wildsmith

Capnor

Gravey
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Name
Addison

Karrie

Keelia

Sosanna

Theodor

DOB
05/08/1994

18/03/1951

14/10/1999

13/06/1998

19/08/2003

E-mail City
happyto@fotk Longguang
icom

abricham1@t Timoulilt
hetimes.co.uk

kwildsmith2@ Pawili
buzzfeed.co
m

kpicken3@qu Shitan
antcast.com

scapnor4@w Nanterre
almart.com

1. Data summary

Anonymization — generalisation

Record
P1

P2
P3
P4

P5

165

Age
20-30

70-80

20-30

20-30

10-20

City
Longguang
Timouliit
Pawili

Shitan

Nanterre

Score
51.27

411

713

71.64

11.86

Score
51.27

411

71.3

71.64

11.86

Score
71.64

11.86




1. Data summary

Anonymization - data perturbation (rounding up, adding noise)

Record
P1

P2
P3
P4

P5

166

Age_pertur
27

72

21

24

18

City
Longguang
Timoulilt
Pawili

Shitan

Nanterre

Score_perturb

51.47

40.99

70.42

70.87

12.14

1. Data summary

City

Score

happyto@fotk Longguang ~ 51.27

abricham1@t Timoulilt

hetimes.co.uk

kwildsmith2@ Pawili
buzzfeed.co
m

kpicken3@qu Shitan
antcast.com

Pseudonymization

First Name Name DpoB E-mail
Theodor Gravey 05/08/1994

icom

Addison Bricham 18/03/1951

Keelia Wildsmith 14/10/1999

Karrie Picken 13/06/1998

Sosanna Capnor 19/08/2003
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411

71.3

71.64

scapnor4@w Nanterre 11.86
almart.com

1. Data summary

Pseudonymization

1

P-Unique P-Determ First Name
1 Theodor
2 Addison
3 Keelia
4 Karrie
5 Sosanna
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Name
Gravey

Bricham

Wildsmith

Picken

Capnor

DOB
05/08/1994

18/03/1951

14/10/1999

13/06/1998

19/08/2003

E-mail City
happyt0@fo Longguang
tki.com

abricham1  Timoulit
@thetimes.c

o.uk

kwildsmith2  Pawili
@buzzfeed.

com

kpicken3@q Shitan
uantcast.co

m

scapnor4@ Nanterre
walmart.com

Score
51.27

411

71.64




1. Data summary

Pseudonymization

P - Random First Name Name
1545 Theodor Gravey
6735 Addison Bricham
8755 Keelia Wildsmith
8478 Karrie Picken
3250 Sosanna Capnor
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DOB
05/08/1994

18/03/1951

14/10/1999

13/06/1998

19/08/2003

1. Data summary

Pseudonymization

P-Unique P-Determ First Name Name

6

170

1

Theodor

Gravey

1. Data summary

E-mail City Score
happyt0@fo Longguang 51.27
tki.com

abrichaml  Timoulilt 411
@thetimes.c

o.uk

kwildsmith2  Pawili 713
@buzzfeed.

com

kpicken3@q Shitan 71.64
uantcast.co

m

scapnor4@ Nanterre 11.86
walmart.com

DOB E-mail City

Score

05/08/1994 happyt0@fo Longguang 87.34

tki.com

Pseudonymization — Spreadsheet Cell Conceal

First Name Name
EINVCNGH7GHQauq

mQSEEzal NdNkPBag Cravey
MsBm3twkigM==\
1IQQINOZIvel26r2Vgz
pisRAKIT29xBemxzz Brcham
wcLyrel==\

7UIFLUELRSIRUSBS \wildsmi
wCTadbwznoavvr1z Wildsmith
alE2ZxHp3M==\
41UNIASOOMNgW i
WDVFIhHbidoUkzsga ICken
nieQTWmMS9Q==
IWIHNCPLzhgepms
NZyZLmebraSuFnU8y
SrYGoT7s==\

Capnor
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DoB
05/08/1994

18/03/1951

14/10/1999

13/06/1998

19/08/2003

E-mail City
happyt0@fotki.c Longguang
om

abricham1@theti Timoulilt
mes.co.uk

kwildsmith2@bu Pawili
zzfeed.com

kpicken3@quant Shitan
cast.com

scapnor4@walm Nanterre
art.com

Score
51.27

71.64

11.86



https://www.cimcon.com/products/cell-conceal

1. Data summary

Is there potential for commercial valorisation?
Who will own the data?

Agreements with third parties?
Secondary data
Respondents, study participants

Other legal issues?

Contractual agreements with partners
Agreements concerning intellectual property rights

172

2. Documentation and Metadata

Documentation

+ Information making your data accessible to others
+ What you need to know to understand and reuse data
+ 5 Ws: Who did what, when, why, in which way?

173

2. Documentation and Metadata
Documentation examples

- Readmefile

For interviews: setting, subject, instructions given to respondents ...
For surveys: questionaires, number of respondents, time of survey ...
For Excel files: protocolls, materials, units, measurements ...
To be saved in the same location as the dataset

Comments in code or model script
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2. Documentation and Metadata

ReadMe-file

A [ ¢ o E ] [ H ' 4 K v

2 Fateuany 2017
2 Clave Tt
3 cor

1
5 This datasel describes locations, ages.
6 Buried peat was dedned a3 crganic.rich sedimants
7 Radisearbon ages were calibrated using Calih 7 BAmCali3

of degostion 3

8
5 Dt o the 5 ppHTEre 1 he MaNUSCTP Wada3peaad paatiand s3LatlEhment 3nd parscstsncs fo 1he past 130,000 years” by Treat ot al, i e for Naturs Gascianss.

"
s " ' f x L v
Dt Table: 1. St o e refrncas for burid peats Dataset
. toerd s Cotims | Suren nserten Lot [ —
3 5 35,000 Yoor vop Gt . 40,2 Pt Lo 1 pona s
2001 socton st ousn
o0t sacson 3¢ mn
s v B Crost. B0 Loezs o
an P aengme a1, 1
e et Comta, Canson -
L 5o CA sh, e
coual G iscaran, Mot e et Qmgen, U5 e
T VST Fresmmn s G . Eon 5. 14 250920 ' o s acsence s e, G sl
12 Dokmotl ST7 Fresiter shcod Can. . Eath 5. 14, 2025 204 2 sbne s Wachence v g, Corade 80 QTSI
N
2. Documentation and Metadata
Commentin a code >
is also documentation = <€
&«
cutflow [
runoff_velaci o
velocity_river = 0
>
3
9
106N] = GRIDOb3( " dem. txt");
[WASK) = GRTDobj ("mask. txt );
o
2. Documentation and Metadata
2. Metadata: structured info on data, can be read out by machines
- Often generated by instruments, e.g., cameras, scanners
«  Also survey software (e.g., QuestionPro, Qualtrics) can generate metadata
+  Discipline specific metadata-standards
«  Basic info (author, keywords, year of publication...)
[

+  Management of data (licences, versions,....)
+  Structure of data (list of variables, units, etc)

o i ot i T
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2. Documentation and Metadata

Metadata in DMP
= Discipline-specific, to choose a relevant one within your domain.
* In case not using a metdata standard, indicate how you are going to
allocate metadata
¢ Throug a simple Excel or Word-file
* Including author, project, location, date etc.

178

3. Data storage & back-up

Where are data stored?

« Bestoption = Cloud services, e.g.,
« Microsoft Azure (including MS 365, e.g., Teams, OneDrive, SharePoint)

is
*  Amazon AWS
» Exoscale
+ OVHCloud

« Special attention for personal data
« Pseudonymisation and anonymisation
« Additional encryption on top of the standard encryption of the supplier
* Multifactor authentication
« Strict management of dataset access rights

179

3. Data storage & back-up

Cloud data storage

Not confidential Confidential Strictly conditional

non-personal data

personal data

Personal data made
publicly available by special
involved personal data

in the cloud in the cloud with additional precautions

180




3. Data storage & back-up during the project

Data security
Data storage in cloud services is sufficient for non-confidential, as well as

confidential data

Consider additional measures for strictly confidential data
«  Pseudor on and anonymisation

«  Extra encryption on top of the standard encryption of the supplier
«  Multifactor authentication

«  Strict management of access rights to datasets

Costs

181

3. Secure data storage

Storage of research data
Often cloud services, agreements with organisations in place

*  Safe, reliable and durable V

* Automatic back-up function

182

3. Secure data storage

Storage on own PC > Dedicated cloud services

External HDD or USB-stick > Dedicated cloud services
Dropbox or Google Drive > Dedicated cloud services

Additional offline backup in a secure location?
Never hurted anyone, but labour-intensive
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https://admin.kuleuven.be/icts/onderzoek/datamgmtpract/ape/pseudonimiseren
https://admin.kuleuven.be/icts/onderzoek/datamgmtpract/ape/anonimiseren
https://admin.kuleuven.be/icts/onderzoek/datamgmtpract/ape/encypteren

5. Data sharing and reuse

Do you intend to make your data available for
reuse, during/after the project?

Best effort: at least the data required for verification and replication

But closed, in case of legislation, privacy,
ethical concerns, potential for valorisation...

Restrictions are possible. Data sharing # open data !
Keeping in mind the FAIR principles

184

5. Data sharing and reuse

You can anticipate data sharing challenges

A ion or Pseud ization

Asking participants for consent
Embargo periods

In case of restrictions: who gets access under which conditions?
« Solely for research, non-commercial activities
* Following the signing of a data sharing agreement

185

5. Data sharing and reuse
When will you make your data available?

Following publication of results
(alongside your report, article, advice etc).

At project completion
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5. Data sharing and reuse

Creative Commons Attribution (CC-BY)

Which data usage licenses?

+ Taking into account the _ o )
pOtentiaI fOr ValOriSatiOn Credhu.e Commons ..ermuLlunrsha.rfl\llke (CCVB“YFA)
« Data License Selector Tool sty wvalate] @ @ @ [ore Em—-

No restrictions: CC-BY
No commercialisation: CC-BY-NC

Creative Commons Attribution-NoDerivs (CC-BY-ND)

Creative Commons Attribution-NonCommercial (CC-BY-NC)

187

5. Data sharing and reuse

PID/DOl/accession number
Automatically alloated in repositories, data papers, etc.
If you do not intend to share your data through repositories: no PID/DOI

Most of the time no costs involved
when sharing data through data repositories.

188

6. Responsabilities

124 Responsabilities
«  Often multiple people
* Contributions by project collaborators,
« eindverantwoordelijkheid bij projectleider of bij onderzoeksmanager

+  Stel verantwoordelijke aan bij elke partner

189



https://ufal.github.io/public-license-selector/

Want to learn more?

_

Research Data Management s

W Gan s Tegeee et B Pl Tem  Gean e

Research data
management

[ R —
WUl sk anscasec g,

i et e et pracites ance e proctaltips
ity ok, e et i tht il el

P ————

kuleuven.be/rdm/en

190

THOMAS
(o)

In conclusion
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MORE |

@TomVanDaele
tom.vandaele@thomasmore.be
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https://www.kuleuven.be/rdm/en
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